
COVER FEATURE CYBERSECURITY AND TRUST

26	 C O M P U T E R   P U B L I S H E D  B Y  T H E  I E E E  C O M P U T E R  S O C I E T Y � 0 0 1 8 - 9 1 6 2 / 2 1 © 2 0 2 1 1 E E E

Malcolm Shore, Deakin University

Sherali Zeadally, University of Kentucky

Astha Keshariya, IBM

Trust is a critical characteristic of computer systems, but 

the traditional approach of evaluating systems has failed 

to deliver the required levels of confidence. We review the 

emerging zero trust paradigm and propose a new set of 

zero trust tenets and an enhanced zero trust model. 

ith digital transformation, our reliance 
on IT products, systems, and networks 

grows and increasingly demands well-im-
plemented and comprehensive security 

mechanisms. In a dynamic computing environment, 
we need to have assurance that we can trust the funda-
mental security mechanisms such as authentication and 
authorization, data privacy and protection, user privi-
leges, and network security. From an early stage, trust 
has been a core issue for governments when deploying 
IT systems, and over the years there have been sub-
stantial investments in schemes for promoting trust 

in technology. The emergence of Internet-borne cyber-
threats has brought trust into focus as a vital component 
of cybersecurity strategies.

The February 2003 National Strategy to Secure Cyber-
space34 focuses on the need for a trusted environment 
for IT and particularly supervisory control and data 
acquisition systems (which are an integral part of var-
ious types of critical infrastructures) to deliver con-
sumer trust. Strangely, the subsequent Comprehensive 
National Cybersecurity Initiative,10 Executive Order 
Improving Critical Infrastructure Cybersecurity,35 
and National Cyber Strategy of the United States36 have 
little or no mention of trust. Despite appearing to have 
declined as a national strategic priority, the concept 
of trust remains important and is once again receiving 
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significant attention from a seemingly 
different direction: zero trust.

TRUSTWORTHY TECHNOLOGY
Security has always been a consider-
ation for computer systems, with the 
U.S. Department of Defense’s Trusted 
Computer System Evaluation Criteria 
(TCSEC)11 driving an approach based on 
an evaluation process. In May 1990, the 
U.K. government first introduced an 
alternative evaluation scheme, called the 
IT Security Evaluation Criteria (ITSEC), 
subsequently updated in 1991,12 which 
is based on assessments against prod-
uct-specific security functionality while 
maintaining scheme-defined assur-
ance levels. Eventually, in the late 
1990s, the TCSEC and ITSEC approaches 
were both replaced by a single harmo-
nized set of criteria, referred to as the 
Common Criteria,7 which was adopted 
for national use by the United States, 
the United Kingdom, Canada, Austra-
lia, and New Zealand and is now rec-
ognized by 28 countries as the means 
of approving equipment for use by 
governments and national infrastruc-
ture. The Common Criteria approach to 
trustworthiness has not been success-
ful, however, in delivering an adequate 
level of confidence in the security of 
commercial products, and, with the 
United Kingdom withdrawing from 
evaluations,22 the future of the scheme 
is uncertain.

In the United States, the concept of a 
tailored trustworthy space as a design 
for providing trusted enclaves was 
introduced as a research topic by the 
federal Networking and Information 
Technology Research and Develop-
ment (NITRD) Agency.25 Tailored trust-
worthy spaces are individual electronic 
zones having well-defined security poli-
cies that enable potential users of those 
domains to establish trust within those 

spaces. NITRD subsequently ran a work-
shop on tailored trustworthy spaces as 
a solution for applying security in the 
smart grid.26

Technology trust is also of interna-
tional interest. The release in 2018 of 
China’s E-Science Blue Book8 included 
a national priority requirement to 
develop trusted networks. In the United 
Kingdom, the National Cyber Security 
Strategy6 includes the requirement for 
industry to deliver trusted systems, 
and the British Standards Institute pub-
lished Publicly Available Specification 
754, which later evolved to become BS 
10754-1: Information Technology—Sys-
tems Trustworthiness.5 The BS 10754-1 
standard defines five facets of trustwor-
thiness: safety, reliability, availability, 
resilience, and security. It enhances 
the engineering for trustworthy sys-
tems in several ways, including the 
definition of, and the approach to the 
assessment of, trustworthiness levels. 
Conferences such as the International 
Conference on Trusted Systems and the 
Chinese Conference on Trusted Com-
puting and Information Security con-
tribute significantly to the literature.

Software trust is directly related 
to the existence of defects that could 
potentially be exploited. In this con-
text, a defect is a software flaw that is 
not detected by testing prior to release 
of the software, and the number of 
defects per thousand lines of source 
code is a typical quality metric for 
software development. Several strate-
gies for minimizing defects have been 
described by Jayaswal and Patton.16 
However, the most effective approach 
to creating low-defect software is by 
using high-integrity languages such 
as Ada/SPARK, which are used exten-
sively in the military, aerospace, and 
nuclear industries. Such languages not 
only provide functional code, but also 

incorporate assertions, also known 
as aspects or promises, which enable 
automated proving tools to verify the 
integrity of the code. In Croxford and 
Chapman,9 the authors showed that 
processes that are designed to reduce 
or remove defects in software com-
bined with Ada/SPARK can achieve 
very low defect rates while at the same 
time improving the total software life 
cost by reducing the cost of software 
maintenance. The wider industry has 
not embraced Ada partly because of the 
constraints it applies to make the code 
more secure, such as strong data typ-
ing, and partly because of its reputation 
for being a difficult language in which 
to code. New high-integrity languages 
such as Haskell and Rust are emerging 
and gaining some attention.3

WHAT IS ZERO TRUST?
The concept of zero trust has been 
around since 2011 when it was intro-
duced by Forrester in collaboration 
with the National Institute of Stan-
dards and Technology (NIST).18 How-
ever, it took some years for enabling 
technology to support its implemen-
tation. The zero trust paradigm makes 
two assumptions.

›› First, external and internal 
threats are present on the net-
work at all times. The network 
must therefore be prepared to 
defend against them at all times.

›› Second, just because a network 
is local/internal does not make it 
trusted. Network intrusion with 
lateral movement (using access 
on one system to gain access to 
another one, deeper in the net-
work) is a proven attacker strat-
egy. Network trust comes from 
ensuring that access to network 
resources is effectively controlled.
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Zero trust is a paradigm that recog-
nizes that a business’s secrets are no 
longer kept secure behind the corpo-
rate perimeter and protected by fire-
walls. It takes a data-centric approach 
to security and assumes a hostile envi-
ronment so that systems should “never 
trust, always verify.” There is no single 
agreed-on definition of zero trust; how-
ever, the following three concepts are 
commonly associated with zero trust:

›› Just-in-time access (JITA) 
involves authentication and 
access decisions based on a 
policy decision made at the time 
of the access request, and just 
enough access (JEA) ensures that 
only those privileges needed 
to carry out the request are 
provided for the duration of the 
request. This requires support 
from an access control sub-
system that can provide auto-
mated, real-time response, with 
a commensurate increase in 
effectiveness.

›› The tokenization or encryption 
of data is used to avoid expos-
ing sensitive data. By making 
sensitive data nonsensitive (for 
instance, by replacing a name 
with an arbitrary identifier) the 
data-attack surface is reduced 
because there are no sensitive 
data to access. This means that 
much of the risk, particularly of 
a data breach, is avoided.

›› Access control policies must be 
dynamic and computed from as 
many sources of data as possi-
ble, and these are sometimes 
referred to as adaptive policies.

Zero trust is not an approach that 
reduces the need for assurance to be 
appl ied to sec u r it y mech a n i sm s. 

Take, for example, the security mech-
anisms used to achieve privacy in 
a system holding personal informa-
tion. These mechanisms may include 
pseudony m it y, role-ba sed access 
control, encryption, and so on. For 
a user to trust that the system will 
maintain privacy for his/her infor-
mation, there must be some form of 
assurance that the security mecha-
nisms will do their job correctly. Zero 
trust is an access control approach that 
removes the assumption of trust based 
on past decisions and ensures that 
trust is established every time at the 
point of decision making. In this way 
it increases assurance that the access 
control decision is correct. The zero 
trust mechanisms themselves will 
then require the same level of assur-
ance as any other mechanism to enable 
user trust.

WHY IS ZERO TRUST 
IMPLEMENTED?
A nation state-sponsored cyberattack 
on Akamai in 201032 resulted in the 
company creating an access model that 
separates application access from net-
work access, using concepts that sub-
sequently emerged as the zero trust 
paradigm. Akamai introduced a web 
interface for network access to applica-
tions and services, with both the users 
and the devices they use for access 
authorized on a case-by-case basis. 
The approach is designed to limit the 
damage that attackers can cause if 
they do manage to gain access to a user 
account, as they would be limited to 
1) access to the specific tools and ser-
vices available to that particular user 
and 2) access to the particular service 
authorized in the request. The opportu-
nity for lateral movement is reduced, 
which substantially restricts the dam-
age an intruder can do.

There is no single reason for imple-
menting zero trust. In general, imple-
menting a zero trust architecture is 
justified as a means to improve secu-
rity. Microsoft21 suggests that a new 
secur it y model—zero t r ust—more 
effectively adapts to the complexity of 
the modern environment; embraces 
the mobile workforce; and protects 
people, devices, apps, and data wher-
ever they are located. Steve Hunter, a 
senior director at Forescout, recom-
mends adopting a zero trust approach 
to improve visibility, reduce infra-
structure expenditure, reduce compli-
ance effort, support a more cohesive 
approach to resolving IT issues, and 
enable digital transformation.15 Li pro-
motes the idea that zero trust shows 
promise for securing unmanaged 
devices that might be unable to run 
c o m p u t a t i o n a l l y  expensive cr yp-
tographic suits.19 It is likely that a 
deeper understanding of the benefits 
of taking a zero trust approach will 
emerge as the technology becomes 
more widely adopted.

HOW IS ZERO TRUST 
ARCHITECTED?

NIST zero trust architecture
In 2020, NIST published the second draft 
of its Special Publication on Zero Trust 
Architecture (SP 800-207),24 which pres-
ents seven tenets of zero trust.

›› All data sources and comput-
ing services are considered as 
resources. 

›› All communication is secured 
regardless of network location. 

›› Access to individual enterprise 
resources is granted on a per-ses-
sion basis.

›› Access to resources is 
determined by dynamic 
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policy using trigger condi-
tions and rules set by a policy 
administrator. 

›› The enterprise ensures that all 
connected devices are secure. 

›› Resource authentication and 
authorization are dynamic. 

›› Information is collected about 
the network environment. 

SP 800-207 describes an architecture 
for zero trust that comprises an untrusted 
zone, a policy domain that mediates 
access, and (behind that) what is known 
as an implicit trusted zone, as shown in 
Figure 1. The policy domain has three 
related parts: the policy engine and the 
policy administrator, which together 
form the policy decision point, which is 
used to determine whether access will be 
permitted or not; and the policy enforce-
ment point, which enables or denies 
access based on the decision made. 
These are often colocated capabilities.

When an identity (such as a user) 
in the untrusted zone wishes to access 
a resource such as data or an applica-
tion, the first check is on the authen-
tication of the identity. The level to 
which authentication is carried out 
may change depending upon the 
environment. The next check would 
be to determine whether the security 
posture of the user satisfies the level 
of secur it y needed to be a l lowed 
access. The authenticator makes the 
policy decision using risk-based pol-
icies, which can change at any time 
to reflect the latest situation; it is 
designed to support both human and 
device identities; and it uses a trust 
algorithm to make access decisions. 

While the key security mechanisms 
are the policy decision and enforce-
ment points supported by data access 
policy and identity subsystems, there 
are many other items that support a 
fully featured zero trust architecture. 

These include a public-key infrastruc-
ture, threat intelligence, a logging 
and monitoring subsystem, a contin-
uous diagnostics and mitigation sub-
system, and security information and 
event management.

Forrester has evolved the initial con
cept of zero trust into a more advanced 
zero trust extended (ZTX) ecosystem  
framework,14 as Figure 2 depicts. ZTX 
supports an extended set of dataflows 
across local networks and cloud infra-
structure and also through external 
applications, websites, and a wide range 
of endpoint devices, including items such 
as Internet of Things (IoT) sensors.

Another approach to zero trust is 
through Gartner’s continuous adap-
tive risk and trust assessment.28 This 
approach is based on cont i nuou s 
monitoring and risk management, 
and it has seven elements. First, it re
quires full device visibility and auto-
mated control and then the adoption of 

FIGURE 1. A zero trust architecture. 

Policy Authority

Policy Decision Point

Policy Engine

Policy
Administrator

Control Plane

Data Plane

Untrusted Zone

Identity

Policy
Enforcing Point

Implicit Trust Zone

Resource

Authorized licensed use limited to: Product Marketing IEL. Downloaded on January 24,2022 at 16:24:55 UTC from IEEE Xplore.  Restrictions apply. 



CYBERSECURITY AND TRUST

30	 C O M P U T E R   � W W W . C O M P U T E R . O R G / C O M P U T E R

microsegmentation to contain breaches 
and limit lateral movement/damage as 
well as the use of technologies and prod-
ucts from multiple vendors to provide 
defense in depth. It requires multiven-
dor orchestration and process/response 
automation; it requires the ability to 
manage an extended set of endpoint 
devices, including agentless IoT de
vices and cyberphysical operational 
technology systems; it provides for 
continuous monitoring, assessment, 
and remediation of cyber and opera-
tional risk; and, finally, it includes dis-
covery, posture assessment, and reme-
diation/control of physical and virtual 
devices as well as cloud infrastructure 
and workloads.

Zero trust risk considerations
SP 800-20724 notes that the overall pro-
cess of risk management will not change 
in a zero trust architecture, and that 
enterprises will need to develop risk-
based policies. In line with this, Van-
ikis extends earlier work on a fuzzy 
risk framework to enable risk-based 
access control decisions to be made in 
zero trust networks.31 The research 

proposes the PAROLE language, which 
incorporates the Firewall Access Con-
trol List generic language for firewall 
rules. This research provides a useful 
example of how policy decisions can 
be described and mapped to real-world 
devices. While this addresses the issue 
of making risk-based decisions, it does 
not address the new or enhanced risks 
that will be introduced when a zero trust 
architecture is adopted.

While zero trust assumes that there 
is no inherent trust in authentication 
and authorization, it relies upon a 
dynamic assertion of trust to justify 
the access decision. This is a more 
complex decision than it is with tra-
ditional access control. It requires a 
policy authority to set comprehensive 
trigger conditions and rules through 
which policy decisions can be made, 
and, arguably, it needs to be supported 
with more trustworthy security mech-
anisms. Certainly, the success of a 
zero trust technology depends upon 
it being able to provide a high level 
of confidence that its dynamic user 
authentication and access control mech-
anisms are effective.

Traditional access control is typi-
cally managed using a business author-
ity access approval process. Zero trust 
introduces the role of a policy author-
ity to establish a policy- and rule-based 
access approval with dynamic decision 
making. Any errors made in the rules 
will undermine the effectiveness of the 
zero trust architecture.

Traditional access control was de
veloped in a primarily human-ac-
cess context, but digital transforma-
tion will increasingly see the use of 
autonomous systems and intelligent 
agents. The concept in the automo-
tive context of an autonomous system 
being the user is discussed in Behere 
and Liljevquist.4 More generally, Zero 
Networks has released its Zero Net-
work s Access Orchestrator, which 
automatically defines, enforces, and 
adapts user- and machine-level net-
work access policies.30 This level of 
automation goes beyond dynamic 
access decision making and intro-
duces new risks associated with auto-
matic policy creation.

Architecting zero trust 
e-commerce
Using analytics for situational infor-
mation, including location, time of 
day, device type, and so on provides 
an operational context to enable a 
zero trust policy-based access decision 
to be made effectively. However, the 
architectural context is also import-
ant in determining whether zero trust 
mechanisms must be invoked. A back-
end database system may need to be 
microsegmented and take a zero trust 
access approach, but the e-commerce 
website that reaches back to it will con-
tinue to be open to the Internet and 
likely offer anonymous browsing with 
no requirement to apply a zero trust 
mechanism. Cloud solutions such as 

FIGURE 2. The ZTX framework.14 
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Amazon Web Services routinely apply 
security groups to achieve microseg-
mentation among load balancers, web-
servers, and databases with zero trust 
mechanisms becoming more critical 
the deeper into the network the access 
reaches. While informal designs are 
useful, further research is needed to 
develop robust zero trust patterns for 
e-commerce.

While the vendor can use the zero 
trust model to improve protection of its 
IT infrastructure, the question of how 
the customer can gain improved trust 
in the web service is an open one. The 
same website used for browsing may 
also act as a proxy for customers to 
log in and place orders, and customers 
need to have trust that their creden-
tials, credit card details, and privacy 
will be protected. The conventional 

approach of using certificates to vali-
date the authenticity of the website has 
not been successful.20 Further research 
is required into developing reverse 
zero trust mechanisms that enable im
proved customer trust.

OUR PROPOSED EXTENDED 
APPROACH TO ZERO TRUST

The extended set of 
zero trust tenets
We propose an extended set of zero 
trust tenets, as shown in Table 1, that 
is founded on and extends the NIST 
zero trust tenets.24 Note that collect-
ing extensive information about user 
activity has the potential to introduce 
significant risk to the privacy of system 
users. The adoption of this tenet must 
be balanced with the requirements of 

privacy, particularly in jurisdictions 
that are covered by the European Gen-
eral Data Protection Regulation require-
ment, where failure to meet the require-
ment exacts a heavy toll.

An enhanced model of zero trust
In addition to the revised set of zero trust 
tenets, we propose a model of zero trust 
that extends the model defined by NIST 
in SP 800-20724 by taking into account 
a more extensive situational awareness 
and the practicalities of operational 
deployment. In this model, shown in Fig-
ure 3, the subject and the endpoint are 
both taken into account when making 
the access decision, as seen in Forrest-
er’s ZTX ecosystem in Figure 2. In addi-
tion, the security postures of both the 
subject and the endpoint, as recorded in 
an environment monitor that maintains 

FIGURE 3. A proposed zero trust architecture model based on NIST’s zero trust model (adapted from NIST24). 
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TABLE 1. The extended set of zero trust tenets.

Revised zero trust tenet Description NIST SP 800-207

1 All subjects will be considered 
untrusted and subject to access 
control.

All users, including local and remote employees, service providers, 
and contractors, will be considered to be on an untrusted network 
and subject to access control via a common portal. 

This is consistent with NIST Tenet 1. 

2 Nonperson entities shall be 
considered access-mediated 
subjects.

The entity requesting access may not be a real person but an 
application on the same or another server, a serverless code 
function, an IoT sensor, some form of software-based artifical 
intelligence, or other such autonomous entity. They will be 
managed no differently than a human subject.

The use of nonperson entities is 
mentioned as an open item in NIST 
rather than a recognized entity.

3 All endpoint devices shall be 
access mediated.

For a zero trust solution, the trust in the technology being used by 
the subject to access the data is a significant consideration in the 
access policy decision. Hence, the endpoint and its security posture 
are a recognized element in the access request. We note that the 
endpoint may be a hardware-based sensor, workstation, or server 
or it may be a cloud application, serverless function, or similar.

This is covered in part by NIST Tenet 
5, noting that the definition is not 
just device or application but can 
also include serverless functions or 
similar.

4 All objects will be microsegmented 
and accessed via a policy 
enforcement point.

A subject will make an access request for data or a service. This 
request may involve a number of discrete objects (also known as 
resources) such as load balancers, servers or applications, and 
data stores. Each object will be individually protected with its own 
perimeter and require a policy-based access control decision. This is 
fully consistent with attribute-based-access control (ABAC),23 in which 
decisions are based on attributes that may change rapidly. ABAC and 
zero trust may thus be synergistic when applied in practice, as zero 
trust incorporates the notion of the continuous checking of policy and 
environment attributes of subjects and their access devices.

This is consistent with the 
discussion of resources across 
the NIST tenets. This tenet takes a 
microsegmentation approach, which 
may be as small as the resource 
itself.

5 All communications should be 
secured end to end from endpoint 
to object to ensure data source 
authentication, confidentiality, and 
integrity.

Ensuring data are protected is one of the two key aspects of zero 
trust, and this tenet supports that. It also ensures that source 
information which is not yet within the scope of the zero trust 
architecture is protected during ingress. However, not all endpoints 
(for example, IoT sensors) may have the capability to apply 
protection. When an endpoint does not provide data protection, and 
sensitive data are exposed to and from the endpoint, this will be 
taken into account in the access decision.

This aligns with NIST Tenet 2, 
noting that some endpoints may 
be unable to provide transmission 
security and this can be a risk-based 
consideration.

6 Access to objects is granted on a 
per-object/per-session basis.

Trust in both the entity and the endpoint is evaluated at the time of 
access, taking into account the requested object’s access rules, to 
decide whether to grant access. Authentication and authorization 
take place in real time and are limited to the purpose and period of 
the session. Multifactor or other forms of advanced authentication 
may be required for access to some or all objects. Continuous 
monitoring with possible reauthentication and reauthorization 
may occur throughout the session, as defined and enforced by 
policy. Within a session, access to one object (resource) does not 
imply approval to access another object. 

This aligns with NIST Tenets 3 and 
6 and also covers some aspects of 
NIST Tenet 4 for asset status.

7 Privileges necessary for taking 
action on an object are granted on 
a per-object/per-session basis.

Least privilege principles are applied at each session to restrict 
subject visibility and accessibility to that required and no more. 
Privileges authorized for one object do not carry over to other objects.

This is covered in NIST Tenet 3, but 
not as a per-session issue.

8 Adaptive policies are used to make 
access decisions. 

The policy that determines levels of trust and access decisions 
is dynamic and can change based on the observed state 
of the network. Policies may be rule based or may be more 
sophisticated, such as in the case of an artificial intelligence 
-based learning scheme. In all cases, the rights of an entity or 
an endpoint to access a resource may change over time. For 
example, the perceived threat level in the network or threat 
intelligence that identifies that the endpoint software may be 
vulnerable to a new exploit will change as new exploits emerge, 
and this will affect whether access is granted.

This aligns with NIST Tenet 4.

(Continued)
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situational awareness, will be used when 
making the access decision. Once a pos-
itive decision is made, access is granted 
and the data are allowed to flow through 
an intrusion detection and filtering gate-
way. The points at which each of the pro-
posed tenets comes into play are shown 
on the diagram.

Several networking vendors (such as 
Cisco and Illumio) have begun market-
ing zero trust products, using the termi-
nology zero trust network access. These 
products have a core of JITA/JEA capa-
bility with individual products having 
their own set of extended capabilities, 
including sandboxing to ensure access 
does not extend beyond the application 
to the underlying network, enforcement 
of endpoint device hygiene requirements, 
encryption of network traffic, traffic 
monitoring and packet inspection to 
detect malware and sensitive data expo-
sure, microperimeters around applica-
tions, and creation of an application-spe-
cific zoning architecture. The selection 
of specific products will influence how 
zero trust is architected.

Moving to a zero trust architecture 
is not without its challenges, and, as 
with any other change, planning ahead 
is essential. Francis provides guidance 
on how to implement zero trust.13 The 
first step is to define the scope of the 
zero trust deployment. Then, before 
starting implementation, identify the 

data assets, the users, and the physical 
IT assets that will be within scope. The 
dataflows between clients and serv-
ers, and also internally between serv-
ers, must be well understood. Once it is 
clear who is accessing what, the access 
control permissions can be defined and 
the data assets and applications seg-
mented appropriately. This can be done 
by moving the data and applications 
into an appropriate microsegmented 
network. Each network microsegment 
will then need to have a defined appro-
priate access policy.

WHEN TO SWITCH TO  
ZERO TRUST?
While research into zero trust models 
continues, such as the use of access con-
trol proxies,1 vendors are now delivering 
zero trust products and services to enable 
businesses to adopt zero trust. Zero trust 
thought leaders such as Akamai2  not only 
promote their services but have imple-
mented zero trust in their own internal 
networks, and others are in the process 
of doing so. Several other large organiza-
tions have adopted zero trust already. In 
2014, Google initiated the BeyondCorp 
program to implement zero trust in their 
network infrastructure.33 Palo Alto has 
deployed zero trust,27 and GitLab has also 
adopted a zero trust architecture.29

For some businesses, a trigger event 
such as an intrusion will instigate a 

move to a robust zero trust architec-
ture. For others, zero trust may be 
introduced as network equipment is 
replaced, taking advantage of the zero 
trust capabilities of replacement equip-
ment. For most businesses, however, it 
is likely that alignment with business 
changes, such as introducing more 
extensive work-from-home opportu-
nities for staff, will provide the most 
compelling reason for adopting a zero 
trust strategy.

Zero trust, initially proposed in 
2011, is quickly becoming a more 
accepted approach with zero 

trust security products emerging to sup-
port deployments. The standards com-
munity is increasingly providing clear 
guidance on the paradigm, concepts, 
and techniques used to deliver trusted 
technology, and research and commer-
cialization of zero trust concepts have 
helped to evolve the paradigm. We have 
explained the current notions of zero 
trust and proposed a contemporary zero 
trust architecture and an extended set 
of zero trust tenets.  
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TABLE 1. The extended set of zero trust tenets. (Continued)

Revised zero trust tenet Description NIST SP 800-207

9 The security mechanisms 
associated with the zero trust 
architecture will be sufficiently 
trustworthy to ensure confidence 
in the zero trust deployment.

Security products used in the zero trust deployment should 
have evidence of being developed and released using a formal 
trustworthiness engineering process, with evidence that they 
satisfy the requirements of recognized trustworthiness standards 
(such as British Standard 10754-15) or are otherwise able to be 
assured as having a high level of integrity.

The issue of security mechanisms 
trustworthiness is not discussed in 
SP 800-207.

10 Situational information is collected 
and used to improve decision 
making, taking into account the 
requirement for privacy.

Operational data including the current update and patch state of 
network infrastructure, threat intelligence, traffic patterns, access 
requests, and so on are collected and used to improve policy 
creation and enforcement by having better situational awareness. 
These data can also be used to provide context for access 
requests from entities but need to take account of user privacy 
rights. Threat intelligence will be a key source of collected data. 
There will be a constant cycle of monitoring access, scanning and 
assessing threats, adapting, and continually re-evaluating trust in 
ongoing communications.

This aligns with NIST Tenet 7.
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